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Confidentiality & Data Protection Policy
Preamble: At the MEASI Institute of Management, we recognize the paramount importance of maintaining confidentiality and protecting the data of our faculty members, staff members, and students. This policy establishes the framework for safeguarding sensitive information and upholding the privacy rights of all individuals associated with our coeducational campus.

Scope: This policy applies to all faculty members, staff members, and students of the MEASI Institute of Management, as well as any third parties entrusted with confidential information or data on behalf of the institution. It encompasses all forms of data, including but not limited to personal, academic, financial, and research-related information, regardless of the format or medium in which it is stored or transmitted.

Objectives:
1. To ensure compliance with applicable laws, regulations, and industry standards pertaining to confidentiality and data protection.

2. To establish clear guidelines and procedures for the collection, storage, access, and sharing of sensitive information.

3. To minimize the risk of unauthorized access, disclosure, alteration, or destruction of confidential data.

4. To promote a culture of awareness, accountability, and responsibility regarding information security among all stakeholders.

5. To maintain the trust and confidence of our community members by safeguarding their privacy rights and protecting their personal information.

Purpose: The primary purpose of this policy is to:

· Safeguard the confidentiality, integrity, and availability of sensitive information.

· Protect the privacy rights of faculty members, staff members, and students.

· Mitigate the risks associated with unauthorized access, disclosure, or misuse of data.

· Foster a secure and compliant environment conducive to teaching, learning, research, and administrative activities.

Policies and Rules:
1. Data Classification: All data shall be classified based on its sensitivity level, and appropriate measures shall be implemented to protect each category accordingly.

2. Access Control: Access to confidential information shall be restricted to authorized individuals based on the principle of least privilege, with unique user credentials and strong authentication mechanisms enforced.

3. Data Encryption: Sensitive data in transit and at rest shall be encrypted using approved encryption algorithms and protocols to prevent unauthorized interception or access.

4. Data Retention: Data shall be retained only for as long as necessary to fulfill legal, regulatory, and operational requirements, after which it shall be securely disposed of in accordance with established procedures.

5. Third-Party Compliance: Third-party vendors or service providers handling confidential data on behalf of the institution shall be contractually bound to adhere to the same standards of confidentiality and data protection.

6. Training and Awareness: Regular training sessions and awareness programs shall be conducted to educate faculty members, staff members, and students about their responsibilities regarding data security and confidentiality.

7. Incident Response: Procedures shall be established to promptly identify, assess, and respond to any suspected or confirmed breaches of confidentiality or data security, including notification of affected parties and appropriate authorities as required by law.

8. Policy Review: This policy shall be periodically reviewed and updated to reflect changes in technology, regulations, or organizational requirements, ensuring its continued effectiveness and relevance.

Data Protection Principles
MEASI Institute of Management adheres to the following principles to ensure the protection of confidential information and data:

· Confidentiality: All confidential information must be kept secure and disclosed only to authorize individuals on a need-to-know basis.

· Integrity: Confidential information must be accurate, complete, and free from unauthorized alteration or manipulation.

· Availability: Confidential information must be accessible only to authorized individuals and protected from loss, theft, or unauthorized access.
Access Control
Access to confidential information and data is restricted to authorized individuals who require such access to perform their job duties. Students, Faculty Members & Staff Members, are required to use strong passwords and other security measures to protect access to confidential systems and databases.
Confidentiality Agreements
Students, Faculty Members & Staff Members and contractors who have access to confidential information are required to sign confidentiality agreements acknowledging their responsibility to maintain the confidentiality and security of such information both during and after their employment or engagement with the institute.
Data Handling Procedures
Students, Faculty Members & Staff Members are required to follow established procedures for the handling, storage, and transmission of confidential information and data, including:

· Encrypting sensitive data when transmitting over public networks or storing on portable devices.

· Using secure methods of communication for sharing confidential information, such as encrypted email or secure file transfer protocols.

· Storing physical documents containing confidential information in locked cabinets or secure storage areas when not in use.

· Properly disposing of confidential information and data using secure shredding or destruction methods when no longer needed.
Reporting and Compliance
Students, Faculty Members & Staff Members are encouraged to report any suspected breaches of confidentiality or data security to the appropriate authority, such as the Information/Computer Lab Assistant or GRC. All reports will be promptly investigated, and appropriate action will be taken to address and mitigate the breach.
Review and Amendments
This Confidentiality & Data Protection Policy will be reviewed periodically to ensure its effectiveness and compliance with relevant laws, regulations, and industry standards. Amendments may be made as necessary to address changes in technology, organizational needs, or legal requirements.
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